Abstract. How to precisely detect electromagnetic spectrum anomaly is a major challenge for radio monitoring, especially in the condition of complex electromagnetic environment and lack of pre-knowledge information about frequency use. Based on spectrum data, the paper presents a novel identification method based on back propagation (BP) neural network and empirical mode decomposition (EMD) of typical spectrum anomaly. Principal component analysis (PCA) is proposed to accelerate the model's operation. EMD-PCA-ANN method's identification performance superiority is demonstrated comparing with other method. Experimental result shows that the proposed method can effectively detect spectrum anomaly with high detection rate.
Introduction
In recent years, several spectrum data analysis methodologies have been conducted all over the world to qualitatively assess the usage and variations of spectrum resource. Many general of spectrum anomalies detection are presented for traffic of computer networks relying on data mining and information-theoretic techniques in [1] [2], nevertheless, empirically spectrum anomalies often occur in a short interval and it is difficult to adaptively capture the real-time anomalies. Also, a spectrum occupancy anomaly detection method based on time series analysis [3] is built to identify the anomalies. The drawback of this method is that it cannot analyze the non-stationary and non-linear time series data. Markov chain is one of the most used approaches to sense and detect spectrum anomaly. A discrete-time two-state Markov chain with Duty Cycle models is proposed to capture statistical properties of spectrum use based on extensive empirical measurement [4] . However, this method needs to have prior knowledge of specific distribution about the signal recorded. Although some anomaly detection approaches using Hidden Markov Model [5] [6] have been explored and applied. These methods can only apply to a single channel and anomaly pattern needs deeper level related research.
In this paper, we present a new data processing method of anomaly detection for spectrum. First, based on empirical mode decomposition (EMD), the raw normal and abnormal spectrum data will be decomposed into a residue and a verity number of intrinsic mode functions (IMFS) which are the inputs for the principal component analysis (PCA) to extract the principal component. Then artificial neural network (ANN) back propagation model is chosen to train each IMF and hence the final identification would base on each equal weighted detection result.
The paper is structured as follows: in section 2 the theory of ANN, PCA and EMD are briefly present. In section 3 experimental model is discussed. Experimental results on real spectrum data detection is described in section 4. The last section concludes this paper.
Methodology Empirical Mode Decomposition (EMD)
EMD is a method, which is characterized by the ability of analyzing non-linear and non-stationary signals. The EMD method gets extensive application in the power system [7] [8] . EMD transformation mechanism of the signal is defined by the decomposition of the signal into a small number of intrinsic mode functions (IMFs). An IMF must satisfy the following two conditions [9] : (i) the number of extreme value and the number of zero crossing in the whole data set must either equal or differ at most by one. (ii) Everywhere the mean value of the upper and lower envelop must be zero. As the above point defines the IMFs, the decomposition processes of the signal are explained by the following steps [10] : a. First step for any signal Xt the local maxima and minima will be identified. Where all maxima and minima are connected to produce upper envelop up Xt and lower envelop low Xt by a cubic spine curve, and calculate the mean value:
b. Extracted the details as follows: Lt then repeat steps a-b until the termination criterion is satisfied. The below function is considered as a termination criterion:
The procedure of steps a-c is repeated until k C is smaller than a terminated value when all the IMFS are found.
Principal Component Analysis (PCA)
Principle component analysis is used in the reduction of large data sets, using eigenvectors from the covariance matrix. It can less number of characteristic variables of multidimensional signals trough linear transformation to replace multiple original variables. Therefore, this method can be efficiently used to reduce the dimension of each IMF. The processes is described as follows:
, where p is the sample number, q is the dimension of a long vector which represents the spectrum data. Calculate the average of the set as Then the dimensionality can be reduced by selecting the first eigenvectors that have large variances and discarding the remaining ones that have small variance. In this paper we select the first eigenvectors when the sum of their variance is greater than 95%.
Artificial Neural Networks (ANN)
Artificial neutral networks are a nonlinear statistical tool and have been generally used in signal processing due to its nonlinear capacity and robust performance. Back propagation (BP) is a supervised algorithm and is the most neural network structures commonly utilized [10] . BPNN comprises of an input layer, one or several hidden layers and an output layer. Suppose that each input element in the input layer is represented by i a , the element in the hidden layer and output layer are 
Where f is the activation function which is used in both the hidden and the output layers, 
Hybrid Ensemble Detection Model
The flow diagram of anomaly detection method based on measured spectrum data is shown in Fig.1 . The concrete details are as follows: First, apply EMD method to decompose the measured original spectrum data Xt including the normal and abnormal data into finite IMF components 
Experimental Verification of Method
In the following, we carry out an experiment based on spectrum measurement data to evaluate the performance of applying the proposed EMD-PCA-ANN method to spectrum anomaly detection.
Measurement Dataset and Anomaly Definition
We verified the identification method based on real spectrum measurement data. The original data in this paper is based on the electromagnetic environment monitoring in Beihang University, Beijing, China, from 00:00:00 May 29, 2016 to 00:00:00 May 30, 2016. The measurements cover a wide frequency range, from 30MHz to 3000MHz, in this section we randomly study the 860-900MHz band with a frequency resolution of 100KHz and a time resolution of 10 seconds. Fig. 2 shows the spectrum measurement in the selected band. Two basic types of spectrum anomaly are defined in this paper. One spectrum anomaly is a Gaussian noise that can be occurred at any frequency point, and the other is that a normal signal stops transmitting. Normal and two types of anomalous spectrum data is illustrated in Fig.3 . 
Model Construction
In order to expand the channel of the measured spectrum data, the experimental data is decomposed by EMD, and one of the results is shown in Fig. 4 . We can see from Fig.4 that seven IMF components from IMF1 to IMF7 and residue R8 are obtained, and the frequencies of IMFs are from high to low.
To accelerate the speed of training model, each set of the IMFs are calculated by PCA method. We retain the data with 95% of principal component contribution rate. As shown in TABLE l, the dimension of each set is greatly reduced. After dimension of each set is reduced, ANN is used to train each IMF and the residue R and then make up the pattern library. We have eight IMFs and one residue, so the pattern library include nine ANN models. Then we use the pattern library to identify experimental data. Based on one set of data, we can get nine identified results. Then the final identification is calculated based on each equal weighted result. We use correct detection rate to verify identified accuracy of EMD-PCA-ANN method. As shown in TABLE II, the correct detection of EMD-PCA-ANN method is greatly higher than that of simple ANN model. 
Conclusion
This paper studies the identification method of spectrum anomaly based on measured spectrum data and successfully establishes a new hybrid ensemble model. The model can be trained by combining the EMD method, PCA method and ANN method. Both the speed of the training model and correct detection rate is performed very well. Correct detection rate of anomalous spectrum is improved by 20 percent. The effectiveness of the identification method is verified. The method presented in this paper can be used in spectrum analysis of the cognitive radio system to identify the spectrum anomaly.
